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Beenenne

Advanced Encryption Standard (AES) [1] mpencraBmsier coboif craHmapT OJIOYHOTO CHMMETPUYHOTO
nmdpoBanms, npuHaTeii B CIIA B 2001 1. it mudpoBaHUAs NaHHBIX C BEICOINM YPOBHEM cekpeTHocTH [2]. B
coorBercTBiM ¢ AES mmdpoBanne u pacmmdpoBaHue OCYIIECTBISIETCS C MOMOIIBIO OJHOTO M TOTO e KIfoua HaJ
00KaMu IaHHBIX QUKCHPOBaHHOTO pa3mepa (16 Oaiiros). CTaHmapT ycTaHABIMBACT Pa3IMYHbIE PEXKUMBI IIH(POBaHNS,
Kbl U3 KOTOPBIX OIpeNesseT crnocod pa3oreHns JaHHBIX Ha OJIOKW U MUGPYIOIIne ONepauy HaJl TaHHBIMH.

B Hacrosimiee Bpemsi, IMO-BUIMMOMY, OTCYTCTBYIOT MapajuiesibHble peanu3auuu crangapra AES s
nmdpoBanus ¢daitnoB. Oxau U3 Hambosee pacnpocTpaHeHHBIX peanuzamuit AES, 6ubmmorexkn OpenSSL [3] u GnuPG
[4] sBmaroTcs mocnenoBaTeNbHBIMH. B TO  Ke BpeMs HMMEOTCA  paboThI, MOCBSIICHHBIE pa3paboTKe
CHeMaIM3UPOBaHHBIX MUKPOITPOIIECCOPOB YIS arnaparHoil peanuzanun mudposanus no craunapry AES [5, 6, 7].

Muxkponponeccopras apxurekrypa Cell Broadband Engine [8] B HacTosimmee Bpemst SIBISieTCS OXHOM M3
HanOosiee TEPCHEKTUBHBIX ApPXUTEKTYp Ul MOCTPOCHUS TapauleNIbHBIX BBIYMCIMTENBHBIX CHCTEM JUIS PEIIeHUS
pa3NUYHBIX HAyYHBIX U TEXHUYECKHUX 3amad [9, 10].

B nmanHON paboTe mpeacTaBiicHa NapajjieibHas BepcUs airoputMma mudpoBanus mo crangapry AES,
a/IafiTUPOBaHHAst I BBIYUCIUTEBHBIX cUcTeM Ha Oa3e npoueccopos Cell.

Bui6op pexxuma mudpoBanus 15 peajusanuu Ha npoueccopax Cell
Jnst peanuzanny mudposanus no cranaapty AES Ha mponeccopax Cell namu 6bu10 BEIOpaHO mmdpoBaHue B
pexume cuerdunka [1]. Cxema mudpoBaHus B peKUME CUETUHKA MPEACTaBICHA Ha MILUTIOCTPALNH.
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Cuerunk mpeacTaBisieT coboil IepeMeHHYI0, pa3Mep KOTOpoil paBeH pasmepy Onoka. Ilepen mmdppoBaHueMm
JAHHBIX CYCTYHMKY HPHUCBAMBACTCS CIydailHOe 3HadeHwe. I Kakaoro OJoKa COOTBETCTBYIOLICE 3HAYCHUE CUCTIHMKA
noaBepraercs mmMdpymuM mpeodpa3oBaHusIM, ONpeAcIeHHBIM B cTaHmapTe. M3MeHeHHOe 3HaueHHWe CUYeTYHKa
CKIIaJIbIBaCTCsl ¢ ONOKOM ¢ momouibio moburoBoit omeparmu XOR. IMocie mudpoBanus Kaxaoro GIOKa CYETUHKY
[PHCBAaMBACTCS HOBOE YHHKAIBHOE 3HAYCHHE (HAIpHUMEp, MyTeM M00aBICHHS CAMHUIBI K TEKYyIIeMY 3HAYCHHIO).
HavanpHoe 3Ha4YCHHE CUSTYHMKA COXPAHACTCS BMECTE C 3aIlIH(POBAHHBIMH JaHHBIMH.

B mapamiensHoOil BepcHH NIM(POBaHUS B PEKHME CUCTYAKA MOXKET OBITh IPHUMEHEHA KOHIICHIHUS
napajuiesn3Ma Mo JaHHBIM: [H(PPOBaHKE OJOKOB TEKCTAa MOXET OCYIIECTBISATHCS HE3aBHCHMO OTACIBHBIMH SIIPAMU
npoueccopa Cell.

ApxurtekTtypa npoueccopa Cell

IIpomeccop Cell wuMeer acHMMETPUYHYIO MHOTOSICPHYIO apXUTEKTypy [8], TpencraBieHHyr0 Ha
WLTIOCTPAIHN.
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ITporeccop Cell cocrout u3 geesaru smep. OmHo u3 Hux, Power Processor Element (PPE), sBasercs
YIpaBJSIIOLIMM, a OcTalbHble, Synergistic Processor Element (SPE) — BbiuncianTensHbIMU. BeranciuresnbHbie sapa He
MOTYT HampsMyio oOpalaTbiBaTh NaHHBIE W3 OCHOBHOHM MaMSTH, HO OONTAagaroT COOCTBEHHOW IJIOKANBHON ITaMSTHIO
pasmepoMm 256 Koaiit. Bee sapa mommep:knBaioT HaOOp BEKTOPHBIX HWHCTPYKIHH, IO3BOMSIONIMX paborats ¢ 16-
OGalTHBIMU BEKTOPaMH.

IIpoekTHpOBaHMe aNTOPUTMA

B coorBercTBHM ¢ 0COOEHHOCTSIMH apXUTEKTypbl npoueccopa Cell Hamu Obuta paspaboraHa mapajuiesibHas
Bepcust anroputMa mudposanus no cranaapty AES B pexume cuerunka, Ha3BanHas Hamu PAES-CTR [11]. B ocHoBe
PAES-CTR nexuT KOHIEMIMS Mapajuieiu3Ma [0 AaHHBIM: HCXOJHbIC TaHHBIC Pa30MBAIOTCS HA MOPLUHU, KOTOPHIC
MapauIeNbHO MU(PYIOTCS Ha HECKOIBKHUX BBIUMCIUTENBHBIX siapax SPE.

B paspaborke PAES-CTR Hamm Takxe HpHMeHEHa MOAETh «MacTep-padouney. llpunokerne-«Mactepy
3amyckaercst Ha ympasmsiomeM siipe PPE m 3anmmaercs pacnpeneneHnem 3amaHuil aiust «paboumx». «Pabouney
3aIlyCKalOTCsl KaK HUTH Ha BBIYUCIUTENBHBIX sapax SPE u BbINONHSAIOT mmdpoBaHWe OJOKOB JAHHBIX W Iepenady
pe3ysbTaTa «MacTepy».

Ha ummroctpanun npeacrasineHa auarpamma kiaccoB Ha s3bike UML, peanusyromux anroput™ PAES-CTR.
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- SendTask() - RecvTask()
- SendKey() - SendResult()
) N
yrnpaenseT
Puc. 3

Krnacc Master BBIOJHSET CICAYIONIME OCHOBHBIC (DYHKIIMH: YTCHHE W 3alUCh OJIOKOB, (hOPMHUPOBAHHE U
OTIIpaBKa 3ajJ[aHUH, yIpaBlIeHHE JK3eMIUIApaMu Kiacca Slave. 3amgaHue peanusyercss Kak KIacc-CyHIHOCTh Task ¢
aTpuldyTaMu «aapec B OCHOBHOM MaMSITH» U «KOJHYECTBO OJIOKOB» JaHHBIX 1 mudposanus. Kiace Slave BeimonHseT
CIIEYIOIINe OCHOBHBIC (DYHKIIMU: MOJy4EeHHE OJIOKOB OTKPBITOTO TEKCTa OT Kiacca Master, mugppoBaHue OJIOKOB U
nepeaada 3ammdpoBaHHBIX OJOKOB Kiaccy Master.

Ha mmmroctpannu npencTaBieHsl AnarpaMMbl IesTeIbHOCTH KitaccoB Master u Slave Ha s3p1ke UML.
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[udpoBanne IPOUCXOTUT CIEAYIOIUM 00pa3oM. MacTep 3arpykaer JaHHbie U3 (aiiia B OCHOBHYIO MaMsTh,
pa30uBacT NaHHBIC HA TIOPIIMU ¥ OTIPABIACT 3ananus padbounm. [Tocne momydeHus 3aqanuii paboure 3arpyxarT OJI0KH
B JIOKAJFHYK TMaMATh W BBINONHAIOT HX mudpoBanue. [lo oxkoHuaHWH mmmMdpoBaHUsS pPabOYHi OTHPABISCT
3anmppoBaHHble ONIOKM OOpaTHO B OCHOBHYIO ITaMSTh M IOCBUIAET CUTHAJI TOTOBHOCTH Mactepy. Ilocie storo on
MoJyyaeT OT MacTepa Clenylollee 3aJaHue W TpHCTynaeT K ero BbimonHeHuo. llludposanue 3aBepiaercsi, Korma
MacTep IMOJy4aeT CHTHAIBI OT BCeX paboumx 00 yCHemHOM 3aBepIIeHHH paboThl. 3amm@poBaHHBIC JTaHHBIE
3aMUCHIBAIOTCS MACTEPOM Ha KECTKUM JUCK.

Peanuzaums agropurma

OnucaHHBIH BBIIE aNrOPUTM OBUI peann3oBaH Hamu Ha s3bike C++ ¢ mcnomszoBanuem IBM SDK for
Multicore Acceleration [12]. daiinoBas cTpyKTypa nporpaMMHOI CHCTEMBI B BUZIE€ MarpaMMbl KOMITOHEHTOB Ha SI3bIKE
UML npencrasieHa Ha WLIIOCTPALUHU.
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OcHoBHble mudpyromue mnpeodpasosanus cranmapra AES ShiftRows, MixColumns 1 AddRoundKey [1]
peann30BaHBl HaMH C IIOMOIIbI0O HabOpa BEKTOPHBIX WHCTPYKIMH, mpemocraBmsieMbix B IBM SDK for Multicore
Acceleration [12]. B nanHOM ciydae coBnajgeHne paMepa BeKTOpa, KOTOpEIM orepupyeT npoueccop Cell, ¢ pazmepom
61oka B crannapre AES (16 6aiiT), MO3BOJISIET CYIIECTBEHHO YCKOPUTD BBIIOJIHEHUE MIH(POBAHUSL.

Jnist MCKIIOYeHHsT NPOCTOEB BCIEJCTBUE OXHMIAHUS 3arpy3KH MIUQPYEeMbIX JaHHBIX HaMHM pealn30oBaHa
oTiepeskaroas 3arpy3ka OJIOKOB JaHHBIX B OCHOBHYIO IIAMATH. 3/1€Ch MTapaMEeTPOM BBITTOIHEHUS MTH(PPOBAHUS SBIISCTCS
JIOJISL 3a/1aHUM, HAXOAAILINXCS B OCHOBHOW MaMSITH, IIOCIIE BBIIOJHEHHUS KOTOPBIX MacTep OCYLIECTBISAET 3arpy3Ky HOBOI
MOPUUH JAHHBIX C JUCKA.

BorunciiuresibHbIE IKCIEPHMEHTHI

Jnst uccnenoBanus 3QQEKTHBHOCTH NPEIJIOKEHHOTO aJTOPUTMa HaMH OBUIM IPOBEIEHB! BBIYHUCIUTEIbHBIC
OKCIIEPUMEHTHI Ha BBIYHMCIMTENIbHOW cHucTeMe Ha 0Oa3e mpoueccopoB Cell, TexHUUECKHEe XapaKTEPHCTHKH KOTOPOH
TaKOBBI:

Apxurekrypa npoueccopa — PowerXCell 8i

KommuecTBo nmpoueccopos — 2

TakroBas wactoTa nporeccopa — 3.2 GHz

[TukoBas mponsBoauTensHOCTH Tporueccopa — 204.8 Gflops (25.6 Gflops Ha omHO sap0 SPE)

OKCHEpUMEHTHI MPECIEN0BANIN CAEAYIONNE OCHOBHBIE 1IeTIH. Bo-epBhIX, ONPEAEenUTh YCKOPEHUE AIrOPUTMA
PAES-CTR. Bo-Bropeix, cpaBuuTh ObicTponeiictBue PAES-CTR ¢ npyrumm peammsanusimu  cranmapra AES
BBIYHMCIIUTENBHBIX cucTeMax Ha 0ase nporeccopoB Cell u Ha BEIUMCIMTENBHBIX CHCTEMax Ha 0a3e nmpoueccopos Intel. B
JKCIIEPUMEHTaX MPOU3BOAMIOCH MK poBaHKe NaHHbIX 00beMoM 1 I'b ¢ momomibro kitoya pazmepom 128 6uToB.

Pe3ynbTarhl SKCIEPHIMEHTOB IO OTIPESNICHUIO YCKOPEHHS MIPECTABICHBI Ha MILTIOCTPAIIHH.
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VYekopenne anroputma PAES-CTR BRMHCISIIOCH OTHOCHTENBHO IOCHenoBarebHOW peanm3amun OpenSSL
[3]. Pe3ympraTsl 3KCIIEpUMEHTOB CBHACTEIHCTBYIOT, uTO anropuT™ PAES-CTR nemoHCTpupyeT ITMHEHHOE YCKOpEHHeE.

B cpaBHuTenbHBIX OKcrepuMeHTax ObicTponeiictBue amroputMa PAES-CTR  cpaBHHBaimoch HamMu C
osicTponeiicTBueM peanusannii OpenSSL [3] u GnuPG [4]. CpaBHeHHE BBIONHIOCH Ha BEIYMCIUTEIBLHON CHCTEME Ha
6aze mporeccopoB Cell (cm. Bhimie) u Ha y3nax cynepkommbriorepa CKU® VYpan [13] Ha 6a3e mporeccopos Intel,
TEXHUYECKHE XapaKTEPUCTUKN KOTOPBIX TAKOBBIL:

Apxurekrypa nporeccopa — Intel Xeon E5472

KommuecTBo nmpoueccopos — 2

KonmmaecTo siaep B mpoueccope — 4

TakroBas gactoTa nporeccopa — 3.0 GHz

[MuxoBas nponsBomuTenbHOCTH mporeccopa — 48.2 Gflops (12.0 Gflops Ha omgHO sTpo)

Pe3ynbrarsl CpaBHUTENIBHBIX 3KCIEPHUMEHTOB NPEICTABIEHB! HA MILUTIOCTPALINH.
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Pe3ynbraThl SKCIIEPUMEHTOB CBUAETEIBCTBYIOT, YTO IIPH UCTIOIb30BAaHUHU TPEX U 00JIee BHIYNUCIUTENBHBIX SAEP,
anroput™ PAES-CTR nemoncTpupyer my4iiee ObICTpOAEHCTBHE 110 CPABHEHHUIO APYTHMH PEaTU3aIHSIMU.

3akiro4enne

B pabote omucana napajuienabHas Bepcus ajJropuTMa OJI0YHOr0 CHMMETPHYHOTO IMU(POBAaHUS TI0 CTAaHIapTy
AES, yuuThIBaroias 0CoOOEHHOCTH apXUTEKTyPbl MHOTOsiIepHOro mporeccopa Cell.

B peanmzanum  ucmonp3oBaHAa — MOJENb  MApaJUIEIBHOIO  MPOrpaMMHUPOBAHMS  «MacTep-pabouue».
[Mpunoxxenmne-«mactepy» 3amyckaercss Ha sape PPE w 3ammMaercs pacrpeneneHHeM 3aJaHAil ISl «padodmx».
«Paboune» 3amyckaroTcs Kak HUTH Ha sigpax SPE u BemonHAOT mudposaHue OJOKOB JaHHBIX U IIEpeady pe3yibTara
«Macrepy».

IIpencraBneHbl  pe3ynbTaThl  BBHIYUCIMTENBHBIX — 3KCHEPHMEHTOB, IOATBEPKAAIOINX  3()(EKTHBHOCTH
pa3pabOTaHHOTO aJrOpUTMA.
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