PEAJIMBALIUSA HINP®POBAHUA 110 CTAHIAPTY AES HA TPOINECCOPAX CELL

K.C. Ilan
BBenenue
JIUTNM[1 dM[*bORTQM SRNMINAL $§d5- e f 8,:" ( 818 (c;r~* ;1 *
=" 81 ™ L ,Coh, ) * (=" 81" 8L A | = ,1 ! e f
, , jds5 =" 8! g =" ,8! E ,:" " E L *9 : ;818
( 8 g1 A" , 81 * 8 8$5&(@ ,-C8!38 g18,: ,8 82: ;! 9 =" 8l %
89 2 A ot ( 8¢ Y " 81r AI8¢(: =" E 8# 18 8!l
18 "E , t , 8 8:::1 8: 28# 818 8 jds
=" 81 ""8s:,D1U! 218¢(: 8 gr 1 A 8: 284 jds5t ( (: O0IM55S e f  cMuUac
e f *°,:" - S 9 |, - - 8( ¢+ ,CE 1D 82 8(
#8:2 ,81l A # , "8 88! 8: 28 = ,81 " 81 8 Jd5e +& f
7/ # 18" 8 A 8 E]\ 6’QNIsNMI dMziM] e f , 18 "E oot 2
18 ( : ,1 AB8A ot r* 88:::1 A, ; : 1A ot =
82: ;1 A8 ;1 A Al A28 8;et+ )f
g1t 8( 8, 18 8 8::: 18" , "8 g =" ,81 " 8! 8 Jdst
88 ,8118" v o o 1A 18 (82 # , EIN

BeiGop pexuma mmngpoBanus 1uist peaausaunu Ha npoueccopax Cell
8: 28# =" ,81° 818 jJds518 # BAEJWI8 (-, (8 =" . 81 |

9 ;- ; 8efCA 8= 81", 9 8 8,: 1818 :: 8#
CueTtumk 1 CueTyuk 2 CueTtumnk 3
y Y y
AES AES AES
. Y . Y ~ Y
OTKpbITEINA Wah) OTKpbITLIN ah) OTKpbITEINA Wah)
TekcT 1 Y TekeT 2 \V Teker 3 Y
Y ) Y
3almndcpoBaHHLIN 3alumnpoBaHHbIiA 3alwmndpoBaHHbINA
TeKcT 1 TEKCT 2 TEeKCT 3
@
C: ; 8,:" ( n o 8, 1 & G 872 = 81
g1 A ;o , 8,8 " ;81 218;1 " 89 * (¢ 8 , , E 218; 1 ;5 8
, ¥ " =" E (8,81 "+ - n , 8! 8 12 111 218; 1 ;. 8
8 .8 " E « , st oOi ? : =" 81" 89 * (: 8 ; ;
, 8,8 "1, I 8.1 218;1 418 t @é,:1- 1 # E 218; 1 -
8;8: 1 218; 1 ; ;8 A8t T, 28= " 811 81!
88:: 01 , =" 81" , 9 ; 5 8 9 ( 118 # #°
88:::2§3 grr o= 81 (: , 8 9 E ,:" "128, o1 "8
# 8 EJ\

ApxutexTypa npoueccopa Cell
? # ETW 8 ;1 Px= 1 8 A e ft 8,: 1 18
8#



SPE
(Synergistic
Processor SPE SPE SPE
Element)
¢ ¢ ¢ ¢ Memory Interface [4—9»XIO
PPE B Controller (MIC) |4Channels
(PowerPC  |g—p» Element Interconnection Bus (EIB)
Processor Broadband Engine [¢—>FlexIO
Element) ¢ t ¢ ¢ > Interface (BEI) |<4—9»Channels
SPE SPE SPE SPE
, 0
? # EJ\ 2 ) ) D! 2 1 A aQr]" a"Q[]LLQ" d\]J]MR $aad+ Lot
8,:" E +8 8: 1+ SbM] ZTLRT[ a"Q[]LLQ" d\]IIMR $5ad- G, ; : ; " 81
* 18 (8B ,8 81! 2 LI | 8§ " +1 (:88 ( , 11 : 8:! 8
82 & (8 "8 9,8 18( , 1AL # + 2,:" EA 8( 8 &

@' , 8

HpOGKTHpOBaHI/Ie ajiropurMma

, , (" 8A # 8EJW!8 ( :8 8 8( 8!8 88::: 18"
, "8 g=" ,81°* g1g jJds5, 9 ; ; 8+182,8118" 18 ajdSiE~ie f I,
ajds¥E~i - 9 1# #* 88:::28 g1t 0 A1 81! 82( ,8 " 18 #
88:::1 =" rigt : A, ; : 1 A" BAbad
82 8( ajdshE~i 18 89 118 : U8 %w8(; a? :91! wWws8 a
28 8 " 18 8,:" E " aad 28! 8 " 8 o) 28 8! " 08(; Aa U@s( ; &
28 8 " 8 1 18, ; - -1l A" BAbad |, o= o8 (-, 8ITA 8;
2: 8808 a
8 1:: 8# 8,18 88 8 :8 ,18"2 wYSt 8:2 E A8:* ajdshE~i
|
Master dopmupyet * ,
+ SLAVES_NUM <<entity>>
+ BLOCKS_IN_TASK Task
+ TASKS_IN_BUFFER < <entity > > + blocks_num
+ KEY_FNAME CHNTbIBAET, Block * 1<> + first_index
+ INP_FNAME 1 3anuncbiBaeT x + first_ptr
+ OUT_FNAME T
+ Run() 1‘ * \nonyqaeT,
- CreateSlaves() <<entity>> 1 | o6pabaTbiBaeT
- DestroySlaves() Buffer Slave
- ReadBuffer() 'S + blocks_num
- WriteBuffer() 1 * | 4 first index 1 |+ Run()
- RecvResult() + first_ptr - Encrypt()
- SendTask() - RecvTask()
- SendKey() - SendResult()
7N
1 yrnpaenseT *
@
8 YNWR] , o : E L T A | 28 (G ,81
8, 82881 + 8,1 >2 :"8 :8 8 5\N°] n8 8! 8: 2 "8 8% E! ~NLp
8 (8 U8 , v*,v 8= a0 :; , (¢ ,a81A =" 8" :83 5N], I
E L T T R Y CR * 8 8 8 YNRN = L8 (¢,
8;828= "" ,811 A(: , :8 YNR]"

8 :: 8# 8,: 1 8* 8 "ol 8, YNRR]* 5W']18"2 wYS



Master

CreateSlaves

ReadBuffer

Y
"

[nHaue]

[aocTurHyT KoHel 6ydepal

[HeT cBOo6oAHBLIX Slave]

RecvResult

%

Q
A3

[Bce Slave cBo6oaHbI]

[nHaue]

RecvResult

L——>  WriteBuffer

[nHaue]

[pa3mep 6ydepa = 0]

DestroySlaves

o L8l A : E (8
82( , grr 18 # 8,2 288! " 8(;
, - 821 8 * , i A ="
28= " ,811 ¢ (g8tr , 1 8 °

;8 8 8 : E 28 8!

8 ;8 *18 , A 8(;A (
28 ,8 " 8 189

Peanuzaums agropurma

D s8It , = 8:* (: 8:2,8!
YUWRTQ"] JLO\I*\RTQM e f F8 - ,8" 8

wY'S 8,: 1818 :: 8#

Slave

[monyyeHo nycToe
3apaHue]
O [nhaue]
Encrypt

[nHaue]

[BCce 6nokn
3a4aHus
3awmndpoBaHbl]

SendResult

28* 98 81l 2''g 8, 1,1

c; 1 r28 8! 8( ; 28*
181 =" .81 " 8(C;
*g: * 1 8 ?

a1 w81 28, =8

28, =1 §( ng= " ,811

18 "2 Euu -2,81  4BY 5_& k

. 8* 8 1




Master
<<component>> ﬂ > <<component>> ﬂ < <<component>> {l
Master.cpp Master.hpp paesctr.cpp
v N
Slave Common
<<component>> ﬂ <<component>> ﬂ "'> <<component>> {l
Slave.hpp paesctr_spu.c task.h
e ,
D11 =" E (8,81 " 818 8 jd5 5PTREQrL YTVEQWIML  JIIaiQUMIE]b e f
g. 2,81 18 E 18C 8, A1 # o+ 8,:" A, 6Y 5_@ kQ* YUWT[QM]
JIO\I"NeTQMe £ 811 : ;8 ,8 1 8 8, 8t # EJ\+ 82
(: 8, 818 jJds5$&( -+ 2, :" E , N , r1ro o= gr-
ot S y s - , 9 8l " 28* 2 =" A 81t A 18 8: 2,818
98 E8"28* 2 8(: , 81t AL 11 8" n 8 8 , rrr=r gy Tt
288! +I8A "E A", I 1 8 " ¢+ T, rrs A 8 E ,:" 28 2 I,
# g1 A 8
BorunciauTenbHble IKCIIEPUMEHTHI
o e )1 I B R 818 (: , v, - -1
> v, ;o ot 18 (82 # , E]\+ Al ; A8 8
8 , 0
h A 8 # 8 1 aQr]"oE]\ T
T, # ,u
8 ,8";8 8 # gu ciq

? .8 2, o1 # 841 ) ckQOoL$ &ckaQoLg 1 ¢ 5ad-

'W ! : 81 E LI | # oo, At : 8 8
aj dSHE~i b, A 8,1 ( ., ajdSiE~i * 8: 28# * 81 8 8 jds
, 3 1 LA BA18 (82  # JEIW 18, 5 o 1A BAI18 (82  # , AR\
> 1 8A 2, =" 81 81l A (g 3 E : ;8 & « .,

@2: 8 > 1, | L 8,1 18 :: 8#

2.2
2 [
1.8 -
1.6 -
(9]
14
)
& 1.2
>
1 —
0.8 -
0.6 [
04 1 | | | | |
1 2 3 4 5 6 7 8
Konuyectso aaep
@ &



g8 8 ajds¥E~i , ; :": ! o1 o ,8 o1 8: 28#  OO0]M55S

ef@2: 8 > 1, T, ot 8:* ajdshE~i ! o !
8,1 1 A > 18A ( , 8 8 ajdsiE~i  8,! ,8: 18
( , 8: 28# OO0IM55Se f cMuace f C 8,1 1 i Rl 18, ; = | 18
(82 # , E]\ $ , =- 18 2:8A 8C 1F 8:¢ f 18 (8 # , AR\
Al ; A8 8 A8 ,0
h A 8 # 8 U1 4R\ o]QM d
o, # ,a
o, " , # Q
8 ,8";8 8 # 81 )cCiq
? .8 2, 11 # 8 ckQoL$ )ckqoLt1g 1t -
@2: 8 8,1 1 A> 1, 8,: 1 18 :: 8t
200 T I \
PAES-CTR Ha Cell —l—
180 - ' o . GnuPG Ha Cell 1
: OpenSSL Ha Cell ----
160 ' OpenSSL Ha Intel ---------- N
140 = =
¥
8
=
e
0a)
0 | | | | | |
1 2 3 4 5 6 7 8
Konuyectso aaep
@
@2: 8 > r ., A 12,81 A(C: ,; : T DAT
8:* aj d5HE~i ! = ( , 8,11 * 8: 28#
3akiioueHue
8( g18 8 8:: - 18", "8 8 (- ;1 * ;r* =" 8- g1 8
Jjds+ ;.8 E8° (!l 8 A Pxs 1 # 8 E]\
8: 28# 2,818 o 8§81 % * 8 81 U8 H8( ; &
? 91 508 428 g " 18 ° aad 281 8 " 8 ol 28 81 " 08(; A4
ves( ; a2 g8 " 81! 18" B8Abad , =" 8t (¢, 8ITA 8; 2: 88
Us a
? 8,: 1 2: 8 - LI , 98 EA > ,1

82 8( 811 * 8+ 8

31 téh @ho
50][TKTINRTQM kQ* RPT § 1 NM[J1 dM[*bORTQM SRNMINMT § § dS- n 7 NRTQMN\ 4MLRTRUR] Qk SRNMINAIL NMI ~][PMQ\QZb wii SO
PRROOM[LA[ MTLR ZQ nOUS\T[NRTQMLIKTOLIKTOL ~ nkTOL%Y ~ Olk$ 8 8 ( 8BE ! *0) )& )) -
E755 aQ\[b 7Q  + IN[R5P]IR 7Q + 7NRTQMN\ aQ\T[b QM RP] wL] Qk RP] § 1 NM[]1 dM["bORTQM SRNMINAT $§ d5- RQ
a"QRI[R 7 NRTQMN\ 5][U"TRb 5bLR]IL M1 ZNRTQMN\ 5] [U"Rb AMKQ " JINRTQM wi S0
PRROOM[LA [ MTLR ZQ ™ nZ*QUOLn5~mQQ\pTRIQ[UITMRLIN]JLIEZ55 |501k$ 88 ( 8E ! *0) )& )) -
O0IM55S a*Qi][R w i SO PROIMIrrr QUIMLL\Q*Z$ 8 8 ( 8E ! "0) )& )) -
cMUac a"Qd][R wi S0 PROMrrrZMU0ZQ"Z$ 88 (8E ! "0) )& )) -
CNJNE 4 aNN\J\ jd5 _T]\Q0JIMR kQ* a”QZ*NJINs\] _T°T[OL m a_E7 )) 0 4MR EQMk QM aN*N\J\ NMI
__TLRMSURT I EQJOURTMZ NMI 7JRrQpL $ )) + 4MMLS U[p+ J ULRAN-

& 5URO+YNPIrA+5IMZP A+aNIPNM _ & al]ulQ ON*N\J\ N[PTR][RU*] kQ* §d5 rTRP ]MQ [QM][RTQM m 5OE )) 0
IR EQMk $5J0R]ISTM k)t ) -a k)



TUNS+EPNMZ 7 z+ATNMGPQU S § EJ Y 6NLTI JLLO[TNAT™] @"Q[ILLQ" JNb kQ™ a\"NW]\ 4JON] I TVRNRTQM Qk § d5 m
ISEJ0 AR AQUAINY Qk EQIOUR JOOVTINRIQML 7Q  § - ))& a &%

16Y EQOQWITOM ET\ 6°QNISNMI dMZIM] RI[PMQ\QZb wi SO PROUmI I MOPNrQpL TsJ [QIMQOT[Li[I\ $ 8 8
(8E ! "0) )& )) -

RININIL 5+ 5PN\ A + OVIp]* S ~P] aQRIMRT Qk AP EJ\ a*Q[]LLQ" kQ S[TIMRIKTL EQJIOURMZ m a*Q[J]1TMZL Qk iP]
Al [QMk]"]M[] QM EQIOURMZ K'QURTIAL S ))& AL[PTN+ N\b- ))& a % )

ENFkQ'l C ¢+ TIMMIMZ a+ &TLA]* Y+ NMZPR E JI[\NMZ [QIOURMZ rTRP RP] [\ S"QNISNMI JMZTM]
O'Q[ILLY" m a"Q[1]ITZL Ok P] 7P [QMk]"]M[] QM EQJOURTMZ CQUI'LS )) + &L[PIN: iD- )) a ¥

7?81 C hg 8# "8:* 8 (- ;P =" 81 "jd5 7, T A 8
(82 # , EIW0 (8 8 8, 8 1" 8# A Al -* 0)) ))& n e9! b 8:
g , 1 1 H:"(! + ) wiS)

PAROIMQJZN LO LULU N[ "UiOUS\T[NATQMLESN[PT\Q'RP]LILY) %aNM OIS 8 8 ( 8E ! *0) )& )) -
B8Y  EIN 6NISNMI dMZIM] 5 &+ XJLTOM ) IQ[UIIMRNRIQM  wiSl  PROMMI I
) 13 [QIn[PTOLR] [P\TsR] [P\Ts MLkIO"QIU[RLM6 YK5_ &Kk KYURT[Q'IKF [[I\INIQM 8 8 (8E 1

) D& )) -
S -8 C 1F 8 wiS0 PROWLUOT*[QIOUR]" LULU AUn[QIOUR] Li[pTkKUN § 8 8
(8E ! "0) )& )) -



