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According to the principles of contemporary cryptography to ensure the se-
curity of information transmission the transform of messages should look as the
random uniform transform. In particular, the structure of information transforms
should not have simply describable features. Examples of such features are: the
existence of low-degree approximations, dependencies between input and output
bits, structural properties of analytic representations etc.

We review several methods of testing the existence of such non-desirable
properties of Boolean multidimensional mappings spaces.

1. Well-known Discrete Fourier transform permits to find linear approxima-
tions for Boolean functions or linear statistical dependencies between the input
and output bits of ”black-box” transforms of Boolean vectors.

2. Nonlinear statistical dependence between some input and some output bits
of ”black-box” transform results in (and is equivalent to) the non-uniformity
of their multidimensional distribution. Such non-uniformity may be detected
by means of statistical test based on Pearson statistics, total variance distance
between empirical and uniform distributions etc.

3. Testing analytical structure of Boolean function may be conducted by an-
alyzing the set of low-degree coefficients in its representation as Zegalkin poly-
nomial.

We apply these methods to hash functions MD4 and MD5. We have not suc-
ceed to find deviations from uniformity for whole transforms MD4 and MD5, but
for some rounds of these functions there exist small deviations from uniformity
assumptions.
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