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Let P = GF(q), g =p" be a field with operations @, -. Let us consider
P as a p-adic digit set of a Galois ring R = GR(q¢?, p*) (with operations
+,): P=T(R) ={a € R: a? = a}. Then every element a € R has
the p-adic decomposition: a = ag + pay, as = vs(a) € P, s € 0,1. Here
vs: R — P, is digit function. Operation @ on P satisfies the equality
Ty = +y).

For a matrix A = (a(ij)) € Ry m the decomposition A = Ag+pA;, As=
(as(ij)) € Pum, s € 0,1 is also valid. Any matrix A € R, ,,, defines a map
74 1 P — P by the condition

Vab e PO ma(ut) = m(Aud) = (), )T (1)

Here coordinate functions f1, ..., f,, are polynomials over P.

For any m € N there exist matrices A € R,,,, such that 74 is a permu-
tation. In this case the matrix A is called digit-permutating (or DP-matriz)
and the system of functions (2) is said to be orthogonal [1].

In the case p = 2 it is known [2] that the system of functions in (1) has
a form

fi(u') = oa(ag(j)ur, ... ag(jm)um) & Li(w'), j€Lm,  (2)

where 5 is an elementary symmetric function of the order 2 and ;(u*) is a
linear function. For an arbitrary orthogonal system of functions (2) there
exists a DP-matrix satisfying (1).



All orthogonal systems of functions of the form (2) containing one and
two nonlinear functions are described. It is proved that a quadratic func-
tion f; can be filled up to an orthogonal system with some system of
functions fs, ..., f;n if and only if it can be filled up with some system of
linear functions.

It is proved that for any Galois ring R = GR(¢?, p?) every matrix A €
Ry, m of the form

* o x  uUp puy
* oo U9 puy 0
A= , (3)
Um—-1 PUm—1 - 0 0
DU, 0 e 0 Uy

where u1, , Uy, v1,, v, € R*, is a digit-permutating matrix.

Properties of block ciphers of the form (Gm,)!, where G is a regular
permutation subgroup of the symmetric group S (P(m)) are studied. In
particular it is proved that if R = Z,2, p" —1 is a composite number and G
is a regular representation of the group (Z,=, +), then a subgroup (Gma)

of the group S (Z](gm)) contains alternating group for all matrices of the

form (3) and for the big enough class of other permutations listed above.
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