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5InN5

Five innovations that will help change
our lives within five years

® Watch there . esentation of the 5in 5 from the bIOCkChain

IBM Thin} nference

1

Our oceans are dirty. AI-powered robot microscopes may Al bias will explode.

save them. But only the unbiased AT will survive.

3 4
http://www.research.ibm.com/5-in-5

Crypto-anchors and

Hackers gonna hack. Until they encounter lattice
cryptography.

Today, quantum computing is a researcher’s playground.
In five years, it will be mainstream.
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Llukn 3penocTtu TeXHoNnorum

Expectations

Deep Neural Nets (Deep Learning) Plateau will be reached in:
Carbon Nanotube @ lessthan 2 years

[oT Platform
) . © 2to5years
Virtual Assistants
@ 5to10years

SBllllgcol?cﬁ:;de pattetes /\ more than 10 years

Digital Twin
Biochips

Smart Workspace

Brain-Computer Interface

Autonomous Mobile Robots

Smart Robots

Deep Neural Network ASICs
Al PaaS

Quantum Computing

Volumetric Displays
Self-Healing System Technology
Conversational Al Platform
Autonomous Driving Level 5

Connected Home
Autonomous Driving Level 4

Mixed Reality

Edge Al

Blockchain for Data Security
Neuromorphic Hardware

Human Augmentation

Knowledge Graphs
4D Printing

Artificial General Intelligence

Smart Dust Augmented Reality
Flying Autonomous Vehicles

Biotech — Cultured or
Artificial Tissue
As of July 2018
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CopepxaHue

v Y10 Takoe 6s1Io0KYEenH?

v Hyperledger Fabric — peanusauusa nexHosnorum anst 6usHeca
v CueHapumn ncnonb3oBaHuUs

v bnokueuH B IBM

v MnaTtcdopma ansa 6noK4yenH
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UTO Takoe Onok4yenH?



OTKpbITbIE U 3aKPbITbie 0/TIOKYEHbI

OTKpbITble 6/10K4YENHbI 3akpbITble 6/10K4YEeUHbI

« Hanpumep, Bitcoin « Hanpwumep, Hyperledger Fabric

« TpaH3akuum BUAOHbI BCEM * YYyacCTHUKN U3BECTHbI,
y4yacTHUKam HO TpaH3aKUMN 3aceKpeYeHbl

« Cno>HO naeHTupuunpoBaTb
Yy4aCTHUKOB

v HekoTtopeble cueHapum TpebyoT aHOHUMHOCTb, OPYrMe — 3aKpbITOCTb.
— HekoTopble MoryT coBmewaTb B cebe 3T TpeboBaHnA B 3aBUCMMOCTM OT Y4aCTHUKOB
v K 60MnbWnHCTBY 6U3HEeC-cLueHapreB 6osblUe NOXOAUT NCMONb30BaHNE 3aKPbITOro 6/10K4YenHa.
— Y4yacCTHUMKM 3HAIOT, C KEM OHM NPOBOAAT TpaH3aKLnn
— Kak npaBuno, TpaH3akuum KoHUOeHUManbHbl MeXay BOB/I€YEHHbIMU yY4aCcTHUKAMMU
— YyacTue B CUCTEME KOHTpONMpyeTcA
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Oowmn pacnpeneneHHbIN peecTp ¢ ynpasneHuem AoCTynom
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CtpykTtypa 06s10Ka Ha npumepe HL Fabric vi

| Number | PreviousHash | DataHash |} 3 %
Tx-1 Type | Version ‘ Timestamp ’ Channel Id ‘ Txid ‘ Epoch ‘ PayloadVisibility Lk
Chaincode Path (deploy tx) | Chaincode Name (invoke tx) ‘ Chaincode Version
Transaction’s Creator Identity (certificate, public key) - Client Signature
Chaincode Type ’ Input {chaincode function and arguments) Timeout
é [ Endorser-1 Identity (certificate, public key) Endorser-1 Signature ';
& Endorser-2 Identity (certificate, public key) Endorser-2 Signature ) .% Tx-m Type Version | Timestamp = Channelld Txld Epoch @ PayloadVisibility
§ 1 g Chaincode Path (deploy tx) = Chaincode Name (invoke tx) Chaincode Version
E L Endorser-N Identity (certificate, public key) ] Endorser-N Signature g Transaction's Creator Identity (certificate, public key) - Client Signature
§ [ Proposal Hash ‘ Chaincode Events ‘ Response Status ‘ Namespace Chaincode Type Input (chaincode function and arguments) Timeout
% | Read Set: List of <Key, Version> read by the transaction Endorser-1 Identity (certificate, public key) Endorser-1 Signature
= Write Set: List of <Key, Value, IsDelete> Endorser-2 Identity (certificate, public key) Endorser-2 Signature
g Start Key = End Key ’ List of <Key, Version> read ‘ Merkel Tree Query Summary . — = ‘
o - Endorser-N Identity (certificate, public key) Endorser-N Signature
L |» Proposal Hash Chaincode Events Response Status Namespace
/I\ Read Set: List of <Key, Version> read by the transaction

Write Set: List of <Key, Value, IsDelete>
Start Key | End Key List of <Key, Version> read Merkel Tree Query Summary

Creator Identity (certificate, public key) - Orderer Signature

Last configuration block# | Creator Identity (certificate, public key) Signature

Flag for each transaction

Last offset persisted: Kafka | Creator Identity (certificate, public key) I Signature

IBIVI Blocll(chair:

Transaction m

Block Metadata |



OcHoBHble cOCTaBAAIOLLNE TEXHONIOTUN

Obulasa kHura CmapT Kommepueckue
yyeTta/peecTp KOHTPaKT

[lobaBneHune 3anucu B
pacnpeneneHHyr
OunsHec-ceTb

YCIOBUS! BKMNIOYEHbLI B
TpaH3aKLun un
BbIMONHATCHA C
onepaunsamm

(96ecnequ|/|e CTOpPOHbI cetu
Haanexallen BUANMOCTMU; noaoTBepXKatoT
BesonacHble
; NOAJSIMHHOCTb
ayTeHTUDULMPOBAHHbIE 1 S e KoHcetcyc/ TpaH3aKuMm
nposepsiemMble aJoBepue




KoHceHcyc — anroputm oao0peHus 6510Ka TpaH3akuun, npumMepbl

Fd

Proof of Work

TpebyeT oT y3noB, hopMupytowmx 610KM, peeHns CNOXHbIX
Kpuntorpaduyecknx 3agad

+ Xopowo paboTaeT B OTKPbITbIX CETSX.

- Bbicokoe noTtpebneHne aHeprun, HU3Kas CKOPOCTb BbINONHEHUS TPaH3aKUNNA.
NMpumepbl ucnonb3osBaHus: Bitcoin, Ethereum.

Proof of Stake

TpebyeT oT y3noB, hopmMupytowmx 610K, Hann4Yne BHyTPEeHHENn BanioThl CETU.
+ Xopowo paboTaeT B OTKPbITbIX CETSX.

- MNpuBA3ka K BHYTPEHHEN BantoTe CeTu.
Mpumepsbl ncnonb3doBaHus: Nxt, B 6yayuwem Ethereum.

O

Proof of Elapsed Time

®opmMmupoBaHue 6N10KOB B 3aLUULLEHHON NpOorpaMMHON cpefe npoueccopa.
+ Bbicokas ah(peKTUBHOCTb.

- TpebyeT Hanuyne cneynanbHOro pacwmpeHns B npoyeccope.
NMpumepsbl ncnonb3oBaHusa: Hyperledger Sawtooth Lake.

IBM Blockchain



KoHceHcyc — anroputm ofo0peHus 6510Ka TpaH3akKuun, npumMepbl

Solo / No-ops

TpaH3akuum ncnonHaTcs 6e3 4OCTUXKEHNS KOHCEHcyca.
+ Bbicokasi cKkopocTb UCNONHEHUs TpaH3akuui. MNogxoaut ana paspaboTku.

- OTCcyTCTBME KOHCEHCYCa MOXET NPUBECTM K pacxogsaWmmMcs Lenoykam
6110KOB.

Mpumepsbl ncnonb3osaHusa: Hyperledger Fabric.

&

PBFT-based

PeweHne 3agayn 0 BU3aHTUNCKUX reHepanax.

+ Bbicokasi ah(peKTUBHOCTb, YCTONYUBOCTb K NOSABNIEHUIO BPEOOHOCHbIX Y3/10B.
- MNMnoxas macwrtabupyeMocTb CEeTU.

NMpumepsbl ncnonb3osaHus: Hyperledger Fabric 0.6.

=

Kafka / Zookeeper

PopmMnpoBaHme HOBbIX 6N1OKOB NPON3BOANUTCS B CneunanbHOM CepBUCe CeTU.
+ Bbicokas adh(peKTUMBHOCTb 1 OTKA30yCTONYNBOCTb.

- HeT yCTOMYMBOCTU K NOSIBNEHNIO BPEAOHOCHbIX Y3/10B.

NMpumepsbl ncnonb3oBaHusa: Hyperledger Fabric.
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Hyperledger — 3To 6nokyenH-KoHcopuumym B Linux Foundation

HYPERLEDGER

THE

LINUX

FOUNDATION

open source

Hyperledger — coobuiecTBO OTKpPbITOM pa3paboTKu
(Open source) oTpacrneBbiX NPOEKTOB HA OCHOBE

TEXHONOrnm ONOKYenH.

[MoTeHuman Gnok4yenHa "cmpoumeribcmeo HO8020
MOKOMEeHUsI mpaH3aKUUOHHbLIX MPpUIOXKeHUU,
Komopble ycmaHaeuearom OmHOWeHUs
doeepusi, nodomyemHocmu u npo3payHocmu
8 UX A0po npu onmumu3ayuu busHec-rpoyeccos
U ripasoekix ogpaHudeHuu."
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Hyperledger — 3To 6nokyenH-KoHcopuumym B Linux Foundation
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llpoexTbl Hyperledger

THE

Infrastructure
|- LINUX

Technical, Legal,
Marketing, Organizational FOUNDATION

Ecosystems that accelerate 0 i

. pen Container
open development and Cloud Foundry Node.js Hyperledger Initiative
commercial adoption
Frameworks

Meaningfully differentiated approaches Hyperledger Hyperledger Hyperledger Hyperledger
to business blockchain frameworks . Sawtooth Iroha Ind Burrow
developed by a growing community of Fabrlc y
Hypeﬂedger Hyperledger Hyperledger Hyperledger
Composer Cello Explorer Quilt
AN
%!4_7 HYPERLEDGER

communities
BLOCKCHAIN TECHNOLOGIES FOR BUSINESS 1 8

Tools

Typically built for one framework, and through
common license and community of communities
approach, ported to other frameworks




Pa3sutue Hyperlager Fabric

vl v1.2 v13 vid

* Network administration: = Network administration: = Network administration: = Network administration:

- Node.js connection profile - ACL mechanism per channel - SDK improvements - CLI redesign
= Smart contract: - Service discovery - Service Discovery remaining = Consensus:

- Node.js smart contracts = Consensus: items - RAFT Consensus

- Encryption library - Pluggable endorsement and = Consensus: = Smart Contract:

- Attribute Based Access Control validation - State based endorsement - Higher level programing model
= Performance & scale: = Smart Contract: = Smart Contract: = Membership services:

- More orderers at scale - Private Data Collections - Java chaincode - ldentity Mixer Node.js SDK +

- Parallel txn validation (SideDB) - Burrow EVM support revocation

- CouchDB indexes = Documentation: - Private Data remaining items = Serviceability:
= Events: - Improved documentation and - Chaincode query result - Operational Metrics for Fabric

- Per channel vs global tutorials pagination runtime components

- Block info minimal events = Serviceability: = Membership services: - Monitor health for Fabric runtime
= Membership services: - Improvements and bug fixes - ldentity Mixer components

- CSR for secure certificates = Serviceability: - Improve troubleshooting for
= Serviceability: - Improvements and bug fixes Fabric components

- Upgrade from 1.0

** To be 18t LTSI ™

Over 291 developers, 41 companies, over 8,00 change sets!

March 2018 June 2018 Oct 2018 Dec 2018* (quarterly)

Z> HYPERLEDGER

* Dates determined by the Hyperledger community, subject to change



Apxutektypa Hyperledger Fabric

Membership
. Services b
o ; i ; Provider | .

Client
Application

~~

T

m

e

td
D ——

)

Ordering Service

Peer

2‘:l Endorser \
;l Committer

. Events 0o
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WccnepoBatenbckasa padbora no ontumu3auum Fabric

Throughput (tps)
. 8888 & &

Performance Benchmarking and Optimizing
Hyperledger Fabric Blockchain Platform

Parth Thakkar™ Senthil Nathan N Balaji Viswanathan
National Institute of Technology, Trichy, India IBM Research Lab, India IBM Research Lab, India
80
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Transaction Arrival Rate (tps)
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CueHapum ncnosb3oBaHUSA
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MpyMepbl peann30BaHHbIX NPOEKTOB — KaK BblOUPaTh CLIEHApUWii

— BbIgBUTb xopoLwmin cueHapun Ncnosib3oBaHMA DroKYenH He Bcerga

RO OO N

npocTo!

busHec-npobnema, koTopas byaeT pelleHa (Henb3sa pewnTb bonee 3penbiMu
TEXHOIOMMSIMU)

NpeHTndnuympyemasa 6usHec-ceTb C y4aCTHMKAMU, akTUBaMU U TPaH3aKUNAMM
HeobxoanmocTb B foBepUMN K MHopmaumm

PasHble KOMNaHUM HyXX4alTCcs B €AUHOM NpeacTaBeHnn AaHHbIX

Pa3Hble KOMNaHUM N3MEHSAIOT AaHHbIE B paMKax O4HOro npouecca

Yyactne nocpeaHnKoB BHOCUT AOMNOSTHUTENBHY CTOMMOCTb
B3aumogenctame mexay pasnnyHbIMU y4aCTHUKaAMU 3aHUMAET CIINLLKOM
O05roe BpeMs




lekuHcknu TexHonornyeckun UHCTUTYT

[MpepocTaBnsaioT peweHne ypoBHs Blockchain-as-a-service
Ha 6a3e IBM LinuxONE

China B'siness
Center

«Ha 6a3e cotpyoHuyecTtBa ¢ IBM n BHegpeHuto nnatdopmbl LINuXONE Mbl nonyyunu
AOCTYN K NepeaoBon TEXHOMNOMMM AN Halux CTYAEHTOB U COTPYOAHUKOB.»
- Manrn [uH, gekaH dakynsreta paspaboTtkm N0, NeKNHCKNN TEXHONOIMYECKUN NHCTUTYT



Maersk

£, MAERSK

Open global trade digitization platform

R
H ] I ] ! I ! I !
\ 4 I \ 4 : \ 4 : v : v
1 1 1 1
1 1 1 1
] ) ] I =z ! ]
@ 5 ; = ; ==)
1 | | |
Exporter i Trucker Rail Forwarder + Consignee
Terminal Authority Authority Carrier

CoBmecTHas nnatdgopma IBM n Maersk;

PeanunsoBaH 6bICTpbIN, 6e30nacHbIN U 3PAEKTUBHBLIN cNocod 06paboTkm npoLeccoB
OOKYMEHTUPOBaHUS;

OB6MeH coBbITUSIMU N OOKYMEHTaMK LIENOYKN NOCTaBOK B pearibHOM BPEMEHM;

YcTpaHeHbl 3agepKku, CBsi3aHHble C ownbKamu B p1U3N4eCcKoM nepemMeLLeHnn JOKYMEHTOB;
OkoHomus 0o 15% (1,8 TprnH $ — cTOMMOCTb MUPOBOW TOProBnY rof).



MpyMepbl peann30BaHHbIX NPOEKTOB B Pa3HbIX 0TPACNAX

Digftell Trade Chain DTCC CLs=S "" AlG §

Fundamental to FX Standard
Fundamental to anaart
J.‘P.r.* Chartered

;
iy .
" NATIXIS TRAlIGURA i Bolsa Comercio

Anenmucpnsaun (KYO)

rédit Mutuel ¥ NORTHERN ’
SECURE® fARtlgEtA \If/ TRUST BORSA ITALIANA U"i%gzgt}’

& DIACC s’ SBI:E%

O6MeH AaHHLIMU O 300POBLE

PacnpegeneHHas aHeprus/ Kpegutbl Ha

MoweHHu4yecTBOo/ Compliance Registry BLIGPOCH!

LWLV FENEY
SMART DUBAI

[Joka3zaTtenbcTBO
Lienouka nOCTaBOK | Beconacrocrs mpoayeron muras

Walmart >)< Driscotts () Tyson pisiane " everledger

RPSA wiee BE
MERSK The World’s Port of Call % %:fg‘ga@:z%\; ']l‘c0

NEStle  Uniover | 9olden state foods
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bnokyenH B IBM
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Pa3Butua tembl 010K4euH B IBM

Nccneposanue: Alibaba n IBM nugupyroTt no
KOJIMYecTBY 610K4EeMH-NAaTEeHTOB

% HOBOCTM 7 03.09.2018

Aug 2017
AHoHc IBM Blockchain Platform

" Jul 2017
Penus Hyperledger Fabric v1.0

Feb 2017
3anyck «early program» ana Hyperledger Composer B IBM labs

Dec 2016
Yuncno 6nokyenH-npoekToB IBM gocturaet 400

Jun 2016
IBM oTkpbiBaeT nepBble brniokyenH-rapaxun onsa knueHTos. Penua HyperLedger Fabric 0.6.

. Feb 2016
IBM ctaHoBuTCA oaHUM 13 ocHoBaTtenen npoekta HyperLedger B pamkax Linux Foundation. Nepenava koga n
npaB MHTENNEKTyanbHOM COBCTBEHHOCTH.

Aug 2015
MepBbIt NnpoToTMN Briok4eriH TexHonoruu ans enterprise (Open Blockchain). MNMepBble NpoekTbl C KNUeHTamu. 2



IBM nomoraet Ha4yatb paboTy ¢ Blockchain

v O6yuyeHue B YyeOHOM UeHTpe IBM
— Kypc «OcHoBbl TexHonormm briokyenH» - 2 gHs

— Kypc «OcHoBbl pa3paboTkm Ha bnokyenH» — 2 oHa

v TMomowb B noarotoBke cpepnbl Anyd Ha4vyana ncnoJib3oBaHuA
TexXHonormm

— Co3aaHne MakeToB peLLEHU Anst BO3MOXHOCTU UCMONb30BaHUS
B paMKax 1CCcrieqoBaTenbCKUX NPOEKTOB

— YcTaHoBKa 1 6a3oBasi HacTpoWnKa NporpaMMHO-annapaTHoro
KOMMeKca Ans 3anycka HeobxoauMbIX KOMMOHEHTOB peLLEHNS
Ha Blockchain

— OnpegeneHne 1 BbiIbop kKomnoHeHTOB Blockchain ans
peanu3aunm peLleHns

— YcTaHOBKa 1 HACTpPOWKa TEXHONOMMYECKNX KOMMOHEHTOB
pelueHna Ha Blockchain

— [lounck noTeHumanbHbIx 6a30BbIX CLIEHAPUEB C LiEeNblo ObICTPOM
peanusauumn NpocToro NpoToTmna

Layer

Presentation\

Business
Application
Layer

|

Data Layer

k rEin)ckchain Existing S

A

Logical Partition
Isolation

Network #1



OHnanH pecypchbl

v OGyuyeHmne
— OcHoBbI TexHonornm brnokyenH

a» https://developer.ibm.com/courses/all/blockchain-essentials/

— PykoBoacTtBo no Havany pabotbl ¢ IBM Blockchain ans paspaboTtymnkos

» https://www.ibm.com/developerworks/ru/library/cl-ibm-blockchain-101-quick-start-quide-for-developers-
bluemix-trs/index.html

— |IBM Blockchain gna paspabotynkos

a https://www.coursera.org/learn/ibm-blockchain-essentials-for-developers

v IBM Blockchain Platform - «starter plan» 6ecnnatHo Ha 30 gHen

— https://console.bluemix.net/catalog/services/blockchain

v Cpepna gnsa 6bicTpon pa3pabotku B Hyperledger Composer ¢ wabnoHamm n npumepamm

= https://composer-playground.mybluemix.net/
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https://console.bluemix.net/catalog/services/blockchain
https://composer-playground.mybluemix.net/

IBM Blockchain

[Tnatdpopma ansa 6rok4enH
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Peanusauusa apxutekTypbl peweHus Ha ocHoBe Blockchain

YuyacmHuku cemu BbriokyelH

MpunoxeHne) MpunoxeHue] [MpunoxeHne MpunoxeHne) MpunoxeHne) [MpunoxeHune
| | | |

___________________________________________________________________________________________________________________ === m e e e e e e
'

WrgppacmpykmypHeiii npoeaiioep | Onepamop cemu brok4edH

. . QyHKYUU
Logical Partition
Isolation i ! E —
g crrrrrmd 1
P%% P@e)r ST | BT R S ; MpunoxeHuel (0N
=~ o050 Ml 050 @ os0 ! ‘oo
@ P &84 525 i [_]
Peer , Peer , 1 ( \
O o E Smart Peectp
Setéure S'ervice L) MpunoxeHue) Contract a_:
. Container  / Network Network Network 1] - s
Network #1  #2 #3 #4 i =
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TpeboBaHusa K npoBanaepy

besonacHocTb 1 WndpoBaHne Ha

Pa3NUYHbBIX YPOBHAX é
BO3MOXHOCTb BbLINOMHATL LIEHTPanbHOe

Logical Partition

agMUHNCTPUPOBAHUE CETEN lsolation
MuHMManbHblE CETEBbLIE 3a4EPXKKN R ] s et el e
@ @ 2 z
MakcumanbHas I/I30vJ'IFILI,I/IFI Qecypcoa O il e s
oTaenbHbIX BrIOKYEenH-ceTen ]
Secure Service
[MpakTnyeckn nuHenHas \._ Container / \otwork Network Network
Network #1 #2 #3 #4
MacLTabnpyemMmocTb

HapexHocTb KPUTUYHbIX 3NEMEHTOB
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WHdpacTpykTypa Ha ocHoBe LinuxONE

3 usmepeHus ana odbecnevyeHna 6eaonacHoctu B cetax Blockchain
« Ha ypoBHe koga

* Ha YPpOBHE KOHTeIZHepa C KPUTNHECKNMMU Y3I1aMU
« Ha ypoBHe pun3nyeckoro cepsepa

BesonacHasa nHdpacTpykTypa

© O

Hardwgre Encrypted Secure Membership Secure  Consensus
Security Storage Services Services Comms
Module Containers

Hyperledger Fabric
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IBM Systems Consulting (IBM Russia/CIS)

Contacts:

Ruslan Karpov (ruslan.karpov@ru.ibm.com)

Vladimir Sergienko (v.sergienko@ru.ibm.com)

Grigoriy Maltsev (g.Maltsev@ru.ibm.com)
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